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Tom tat

Bai b4o nay nghién ciru vé hién trang cua cac hé thong CCTV (Closet Circuit Television- camera giam st ¢& 16n) 16n
hién cé trén dia ban thanh phé Da Ning, thuc hién viéc danh gia nhitng tdn tai han ché dé tir d6 dé xut mo hinh két nbi
cac hé théng nay v6i nhau. Cac hé thong camera nghién ctru bao gdom: hé théng camera cong an thanh phd, hé thng
camera xa hdi hoa, camera cua uy ban nhan dan (UBND) quan, huyén, h¢ thong camera giao thong. Nghién ctru nay chi
ra rang cac hé thong nay chua dugc t6 chirc tot, ton tai nhiéu nhuoc diém: khong co kién trac tong thé, chwa c6 nén tang
tich hop, phan manh vé dit liéu qua 16n. Dé két ndi cac hé thong camera nay, chung t6i dé xuit mé hinh két ndi tong
quat theo md hinh két hop gitra két ndi co thir bac va phan tan dbi voi luu trir. Bai bio nay ciing dé xuat phuong an quy
hoach dia chi IP dé ap dung cho viéc sir dung va két ndi cac hé thong.

Tir khoa: CCTV; camera; VMS; IPv4; IPv6.
Abstract

This paper provides a survey on the current CCTV surveillance systems in Danang city. It then evaluates the advantages
as well as drawbacks of the current systems. The CCTV systems that are in scope includes CCTV of police forces, local
authorities, traffic and transportation systems, citizen-support CCTV systems. Through this review, the study identifies
that the current CCTV systems are not well — organizied since they are lack of a unified architecture, platform as well as
having great deal of data fragment. With an aim to unify these systems, this study proposes the hybrid model that is
fabricated based on hierarchical and distributed paradigms. IP address planning to allow for system integartions is also
the main result in this research.

Keywords: CCTV; camera; VMS; IPv4; IPv6.

L. Gi6i thigu Vé thiét bi camera, & nudc ta d3 c6 mot so

O nudc ta, nghién ctru vé cac cong nghé nén
tang hé théng camera giam sat ¢ 16n ap dung
cho mét quan hodc thanh phd hau nhu chua co.
Phan 16n cac nghién ctru dimg lai & mic do
nghién ctru mot sé hé thdng camera giam sat
riéng 1€, c6 quy md nho.

doanh nghiép chu dong dau tu nghién ctru ché
tao thiét bi tai Viét Nam nhu Cong ty Co ph:‘?tn
VP9, NC-Tech, BK-Holdings, v.v... Cong ty Co
phan VP9 di ché tao thanh cong thiét bi camera
v6i tén thuong mai 13 CAM9. V& mit cong
nghé, thiét bi camera CAM9 c¢6 cac tinh ning,
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chuan k§y thuat trong dwong vdi cac tiéu chuan
cia thé giéi nhu hd tro ché do hinh anh HD,
Full HD, ¢6 mét sb tinh ning xir Iy anh thong
minh nhu nhan dang bién s6 xe, cac tinh nang
bao mat, xem tryc tuyén (live-stream) [1] [2]
[31 [4] [5].

Vé phuong dién giai phap, Trung tim Quang
céo va dich vy phat thanh ma hoa va truyén dan
d3 nghién ctru va dang ky sang ché vé hé thong
giam sat giao thong Uing dung cong nghé 3G.
Giai phap tap trung st dung cac giai phap ma
hoéa hinh anh, bao méat phu hop véi bang thong
truyén dan cta cong nghé di dong 3G [3].
Tuong tu, nhom nghién cuu nay ciling da cong
b sang ché vé hé thong giam sat sir dung cong
ngh¢ bang rong khong day [6]. Theo do su
dung giao thirc truyén & 16p chuyén van 1a FTP
dé truyén dén tin hiéu camera.

RS rang thoi gian gan ddy, nhiéu cong ty
cong nghé da tich cuc dau tu nghién ctru ché
tao thiét bi, giai phap vé truyén din ciing nhu
quan 1y hé théng camera giam sat. Song, céac
nghién ctru van con nhitng han ché nhu sau:

- Chua c6 nghién ctru dot pha so voi thé gidi
vé mat cong nghé, dic biét cac giai phap cho
phan mém quan 1y hé thong camera quy mo 16n
(phan mém video management system - goi tat
1a VMS). Hau hét sir dung lai cac giai phap ma
ngudn mo, giai phap cua thé giéi nhu Cisco,
CloudView, Axis, Bosch, Genetic, v.v... [7] [8]

- V& cac giai phap nhan dang, xir 1y thong
minh, mot sé cong ty giai phap tai Viét Nam da
tién hanh nghién ctru va tng dung nhu: phan
mém Automa, phﬁn mém VCAM (Viettel), [9]
v.v... Cac gidi phap nay da duoc thuong mai
hod, tuy nhién chua tng dung cho quy md 16n
cho vai tram hodc vai nghin camera [10].

- Hé théng camera giam sat 13 mot trong
nhitng hé thong quan trong trong thanh phd, do
thi thong minh. Tuy nhién, cho dén nay cac bd
chuyén nganh, nhu B¢ Khoa hoc va Cong ngh¢,

Bo Thoéng tin va Truyén thong, Bo Giao thong
Van tai, chua ban hanh céc tiéu chuan hoic quy
chudn vé d6 thi thong minh, vé hé théng gidm
sat camera.

Tir tong quan tinh hinh nghién ctu trong
nuée ciing nhu qudc té, co thé c6 nhitng nhan
xét nhu sau. V& mit cong nghé, cac nudc tién
tién trén thé giéi hudng dén cong nghé cho
phép két ndi cic camera giam sat ¢& 16n trén
pham vi mgt do thi, cé tinh phan tdn cao, cho
phép tich hop cac hé camera khong dong nhat
vé mit tiéu chuan k¥ thuat. Van dé nghién ctru
cac giai phap nén tang dé quan tri hé thong van
dang dugc quan tam nghién ctru [11] [12].

So v6i thé gidi, viéc nghién ctru trong nude
mic du dd dat dugc nhitng tién bo nhat dinh,
song van dé tich hop, két nbi cac hé thong
camera trong khu vuc d6 thi chua dugc cac co
quan chuyén nganh dwa ra cac tiéu chuan
khuyén nghi ap dung, cac giai phap mot sé cong
ty nghién ctru hién chi dung ¢ giai phap ap dung
cho mot hé thong c6 tiéu chuan ky thuat dong
nhat, s6 lugng camera giam sat quy mo nho.

Céc d6 thi 16n nhu Ha Nbi, thanh phd Hb
Chi Minh va Pa Ning dang huéng dén xay
dung thanh phd thong minh. Viéc xay dung hé
thong giam sat giao théng, an ninh, trat ty bang
hinh anh vi vay 1a bat budc [13] [14]. Qua qua
trinh dau tu, cac dia phuong nay déu nhan thy
su bat cap 16n 1a cac hé théng nay khong két
ndi véi nhau, cac tiéu chuan ap dung lai khong
dong bo, do d6 gay ra lang phi ngudn lyc trong
dau tu ciing nhu khai thac.

Vi véy, cac dia phuong trén dang rat can bo
tai liéu co tinh khoa hoc, tinh cap nhat vé mod
hinh két ndi camera giam sat phu hop véi hién
trang da dau tu cua dia phuong cling nhu phu
hop véi nhu cau, xu hudng cong nghé; nhiam
lam co s ciing nhu tai liéu k¥ thuat huéng dan
dé dau tu trang thiét bi, két ndi cac hé théng
camera hi¢n c6 vo1 nhau, cting nhu dau tu mot
cach dong bo cac hé thong camera gidm sat mai.
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O Pa Néng, hién nay dang ton tai rat nhiéu
hé théng camera giam sat trén dia ban thanh
phd nhu sau:

- Hé thdng camera giam sat an ninh cua
Cong an thanh phd (goi tat 1a CA - CCTV).

- Hé thdng camera giao thong (goi tat 1a GT
- CCTV)

- Hé théng Camera tai UBND quan, huy¢n,
phuong xi (goi tat 1a UBND - CCTV).

- Hé théng camera 0511.vn do Hoi Phat trién
Pa Ning dong gop (goi tat 1a 0511 - CCTV).

- Hé théng camera ngudi dan déng gop dau
tu (goi tat 1a XHH - CCTV).

Téng s6 luong camera thanh phd hién nay
hon 22 nghin camera (s6 luong camera x3 hoi
héa do nguoi dan dong gdp chiém hon 80%)
[15]. Tuy nhién, cic hé thong camera nay chua
két ndi lai véi nhau, chua co tinh d@)ng bo. Vi
vay, hiéu qua khai thac chua cao.

Do thuc trang nhu trén, viéc khao sat va
danh gia chi tiét hién trang cac hé thong CCTV
trén dia ban Ba Nﬁng va xay dung bg tai liéu dé
mo ta vé mo hinh két ndi cac hé thdng camera
hién c6 trén dia ban thanh phd va c6 kha ning
ap dung cho tuwong lai 13 hét st can thiét va
cling 12 muc tiéu chinh cta dé tai nay.

Phan con lai cua bai bao duge cu trac va td
chte nhur sau. Muc 11 trinh bay két qua khao sat
va danh gia chi tiét cac hién trang ciia hé thong
CCTV 16n tai Pa Nang. Muc III thyc hién dé
xuat mo hinh két ndi va quy hoach khéng gian dia
chi IP nham dé bao dam viéc két ndi. Muc cudi
cung 1a két luan vé nghién ctru tai bai bao nay.

2. Panh gia hién trang ciac h¢ CCTV lén hién
6 tai Pa Ning

Pham vi khdo sat & 05 h¢ camera dugc ap

dung phd bién gdm: CA - CCTV, GT - CCTV,

UBND - CCTV, 0511 - CCTV, XHH - CCTV.
Vé phuong phéap thyc hién, nhom nghién ctru
thuce hién theo trinh tu cac budc nhu sau:

e Khao sat thuc t& cac hé¢ CCTV. Theo do,
tién hanh xdy dung miu phiéu khao sat,
thuc hién khao sat thuc té trén co sd cac
mau phiéu khao sat. Mau phiéu khao sat
gom hai loai. Loai thir nhat danh cho cac
hé théng camera don 1¢ (chi gom 01
camera don 1&, khong két nbi vao hé
thdng quan tri chung). Loai mau thir hai
danh cho céac diém camera duge t6 chirc
thanh hé théng (c6 hé quan tri chung cho
nhiéu camera). Céc dia diém khao sat bao
gdm: noi dit cac hé théng chinh nhu
truyén dan, luu trit va may chi quan 1y;
noi dat cac diém camera quan sat; thu
thap céc tai liéu kém theo.

e Xirly s6 liéu va phan tich sé liéu. Viéc xtur
ly va phan tich dugc thuc hién theo céc
phuong phap: phan loai theo hé théng
CCTV (05 hé théng da dé cap), phan loai
theo 16p thong tin (gdm thiét bi dau cudi,
truyén dan, luu trir va xir 1y), phan loai
theo dic tinh ky thuat co ban, tong hop
danh gia bang bang biéu.

e Danh gia toan dién hé théng camera trén
dia ban thanh phd. Theo d6, thuc hién
danh gia theo timg hé théng CCTV, danh
gia tong thé thyc trang.

2.1. Két qud khdo sdt thuc té cac hé CCTV

Vé mit quy md, tong thé sb luong cac
camera va thiét bi chuyén dung khac duoc tong
hop & Bang 1. Trong d6, hé thong CA - CCTV
va XHH - CCTV ¢6 quy md rat 1on vé sb lugng
thiét bi camera (lan luot 1a 1800 va 22000 cai).
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Bang 1. Bang thong ké cac hé thong camera cong cong trén dia ban thanh ph

STT H¢ théng S0 lugng | Dau May chi
camera ghi
I | CA-CCTV 1800 |70 | 06 (quy mo Ion)
2 |GT-ccTv 47 01
3 |UBND-CCTV 400 60 |0
4 |0511-CCTV 60 0 |30 (may tinh d& ban)
5 | XHH - CCTV 22000 0

khao sat 1a 460 mau va phan bd lwong phiéu
khao sat nhu sau:

Dé trién khai danh gia chi tiét, viéc khao sat
thuc hién theo mau véi tong sd luong phiéu

Bang 2. Bang tong hop phan b phiéu khéo sat cac hé thong camera trén dia ban thanh phd

) S6 lwong
STT H¢ thong phié,u Ghi chu
(phiéu)
1 GT - CCTV 50
2 CA - CCTV 90
3 0511 - CCTV 60
4 UBND - CCTV 60
Khao sat tai cac cong an phuong va
5 XHH - CCTV 200 cac diém camera dat ¢ khu dan cu,
khu cong cong.
Téng cong 460

S6 lugng hang camera san xudt tir khao sat ldy mau duoc tong hop nhu sau:

Bang 3. Bang tong hop cac hang san xuat camera theo két qua khao sat

STT Hing san xuat Xuit xir S6 lwong Ty 1€
1 | DAHUA Trung Qudc 22 5%
2 HIKVISION Hongkong 49 11%
3 | AVTECH Trung Qudc 55 12%
4 | KB-VISION Pai Loan 44 10%
5 | HDPARAGON Trung Qudc 33 7%
6 | SAMSUNG Han Quéc 12 3%
7 | CNB Han Quéc 90 20%
8 | VANTECH ViétNam 45 10%
9 | AXIS Thuy Dién 50 11%
10 | CAM9 Viét Nam 60 13%
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Vé mit truyén dan, cic hé théng CCTV
duoc to chirc nhu trinh bay ¢ Bang 4.

Vé mit t6 chirc luu trit va quan 1y, cac hé théng
CCTV dugc to chirc nhu trinh bay & Bang 5.

Két qua khao sat cho thiy mot sé dic trung
co ban nhu sau:

- Nhém XHH - CCTV c6 su da dang vé
hing san xuit va dong thiét bi camera. Trong

200 phiéu khao sat dugc phat ra, hé nay c6 dén
16 dong san pham (ctia cac hing khac nhau)
dugc str dung. Hau hét cac san pham camera
thuoc nhom nay co6 gid thi truong dao dong tur 1
tri€u - 4 triéu déng/ camera.

Bang 4. Bang théng ké cac phuong thic
truyén din cta hé thong. Ghi cha: “17 thé hién
1a c6; “0” thé hién 1a khong co.

. Bang
Loai mang Phllr((glgl g?u’c T6 chirc mang thong/
camera
Nhom camera IP Analog | N§i by | Internet LO’pA L.‘fp L(~)’.p
truy cap | bién 10i
XHH - CCTV 1 0 0 1 1 0 0 2Mps
CA - CCTV 1 0 1 1 1 1 1 5SMbps
0511 - CCTV 1 0 0 1 1 0 0 SMbps
UBND - CCTV 0 1 1 0 1 0 0 5SMbps
GT - CCTV 1 0 1 1 1 0 1 5Mbps

- Hang cung cdp cac san pham thiét bi
camera chi yéu co ngudn goc tir Trung Qudc
va cac nuéc Pong A nhu Dai Loan, Hong
Kong, Han Quéc.

- Mot sb thiét bi camera c6 chat luong cao, vi
du cua Hang Axis, c6 ngudn gbc tir Thuy Dién,
dugc s dung & nhoém Camera giao thong.

- Hau hét cac camera c6 hd tro cac tiéu chuan
chdng am nhu IP66, IP67 va co dai nhiét do bao

dam dé hoat dong ngoai troi. Trudng hop dic
biét do dac thu dat trong nha, cic camera cua
UBND - CCTV chii yéu 1a cdc camera danh cho
hoat dong & moi truong trong nha.

Bang 5. Bang thng ké va phan loai vé t6
chire ha ting luu trit ciia cac nhom camera. Ghi
chii: “1” thé hién 1a c6; “0” thé hién 1a khong co.

Kién tric T6 chirc theo thir bic
Nhém camera on 1 Theo Iiu’u trir tai Iiu’u trir tai Iiu’u trir tai Luu tric
OMIC | thirbae | opmang | I0pmang | 0P MANE | g4m may
truy cap bién core
XHH - CCTV 1 0 0 1 0 0
CA -CCTV 0 1 1 1 1 0
0511 - CCTV 0 1 1 0 0 1
UBND - CCTV 1 0 0 0 0 0
GT - CCTV 0 1 0 0 1 0

- Viéc td chirc truyén dan theo kién trac 03
16p gdm 16p 151, 16p bién va 16p truy cép duoc
thuc hién chil yéu ¢ nhom camera cta cong an
thanh phd. Nhém camera giao thong quy mo
con nhoé nén moéi td chirc 02 16p truy cap va 16i.

- Hé théng XHH - CCTV, 0511 - CCTV sa
dung phuong an két ndi Internet hodc két ndi cuc

bd theo céc 16p mang truy cép. Cac nhdm camera
nay khong c6 cdu tric mang truyén dan 6n dinh
va khong dugc t chire theo cAu triic thi béc.

- Viéc t6 chirc truyén dén theo kién trac 03
16p gém 16p 15i, 16p bién va 16p truy cap duoc
thyc hién chii yéu & Nhém CA - CCTV. Nhom
GT - CCTV quy md con nhoé nén méi td chic
02 16p truy cap va 10i.
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- Hé théng camera xa hoi hoa, Nhom camera
0511.vn st dung phuong 4n két ndi Internet
hodc két ndi cuc bod theo cac 16p mang truy cap.
Céac nhém camera nay khong co ciu tric mang

truyén dan 6n dinh va khong duge to chirc theo
cAu tric thir bac.

2.2. Pdnh gid wu nhwoc diém Nhém XHH -
cCcTv

S0 DO NGUYEN LY HOAT DONG CAMERA XA HOI HOA

= NVR

Diu ghi camera

Camn

Diu ghi camera t

CONG AN PHU'ONG/XA

Hinh 1. M6 hinh truyén dan, luu trit dic trung cia Nhém XHH - CCTV

Mo hinh truyén din va luu trit cia Nhom
XHH - CCTV nay dugc thé hién nhu Hinh.
Theo d6 cac thiét bi do nguoi dan déng gop
dugc két ndi cuc bo dén cac thiét bj chuyén

mach (switch) hodc diém phat song wifi cuc bo.
Sau d6 duoc chuyén va két ndi dén cac bd dinh
tuyén dé vao mang Internet cong cong.

Béang 6. Tong hgp uvu diém va nhugc diém cia h¢ thong camera xa hoi hoa

Uu diém

Nhuwge diém

dung mdi trudong truyén dan Internet

ndi dua trén cong nghé IP

- Chi phi dau tu thap nho kién trac don 18, str

-Vé mat thiét bi camera, hau hét camera 13 IP
- camera, hd trg cac chudn phd bién (H264
hodac MPEG, giao thuc mang [P, NTP SNMP
= Thuén loi dé xay dung cac giai phap két

- Mét an toan, an ninh théng tin do hinh
anh c6 thé di qua may chu cia hing san
xuét dit ngoai nudc.

- Kién trc don 1¢ dan dén qua phan manh
vé dir liéu luu trir, bat dong bd vé thong
tin, khong thé quan 1y tap trung.

- Hi¢u qua gidm sat khong cao.

Nguyén tic két ndi thong qua phuong an nhu
sau. Thiét bi camera va bd luu trix cung tré dén
mot tén mién do nha san xuit dau ghi, camera
cung cap theo cac chuin twong tic ONVIF hoic
HTTP. Cac dia chi tén mién trung gian 1a cac
server thuc hién viéc chuyén tiép hinh anh
camera dudi dang cac goi tin cua 16p ung dung
(HTTP/IP) dé thyc hién viéc ghi hinh.

Uu diém va nhugc diém cta nhom nay dugc
tong hop nhu & Bang 6.
2.3. Déinh gid wu nhwoc diém Nhom 0511 -
CcCcTv

V& mat mo hinh truyén dan va luu tri,
Nhom camera 0511 - CCTV duoc t6 chtc nhu
Hinh. Theo d6, cac diém camera gﬁn nhau (tai
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cung mdt tdoa nha) duoc lién két ndi bod thong
qua thiét bi chuyén mach IP. Thong qua thiét b
nay, cac ludng video dugc tién xtr 1y va luu trix
tai may tinh tram.

SO DO NGUYEN LY HOAT BONG CAMERA 0511
CAMI1 CAM2

it corenen 120 CAML. -

P ©
o — g

Camn

Internet
Router I Router
FITHADSI

100Mbps:

Hinh 2. M6 hinh truyén dan ciia Nhém 0511 - CCTV

Ngoai vai trd luu trit, may tinh tram con cé
chic ning chuyén doi dinh dang hinh anh tir
dinh dang cua thiét bi CAM-9 sang dinh dang
video khac. Bang thong mdi ludng video sau
khi nén giam tir 4Mbps con 01 Mbps. Chuan
nén khong tuan tha cac chuan nén phd bién nhu
H.264 hoac MPEG.

Hé théng cuc bo trén thuc hién lién két moi
truong Internet théng qua router va tuyén
truyén dan Internet do cdc nha mang vién thong
cung cép.

Vé wu, nhuge diém cia Nhom 0511 -
CCTV dugc tong hop ¢ Bang 7.

Béng 7. Téng hop vu diém va nhuoc diém ciia nhom 0511 - CCTV

U'u diém

Nhugc diém

diém bién.
dau tu thap.

& cac diém bién.

Dua trén mo hinh may chu xur Iy may chu tai
Su dung dudng truyén Internet = Chi phi

St dung may chi tap trung cac ludng video

St dung may tinh tram dé lam diém xir Iy
bién nén khong bao dam kha nang lam viéc
24/7.

Puong truyén Internet khong c6 dich vu
bao dam QoS.

Hau hét cac camera chi hd tro két ndi 01
ludng video (theo chuan RSTP) = Khong
thé mo thém ludng video dé tich hop vao
hé théng khac.

2.4. Pdnh gid wu nhugc diem Nhém GT- CCTV

Mo hinh truyén dan hé théng camera giao
thong duoc td chirc nhu mo ta & Hinh. Theo do,

S Giao thong van tai to chirc hé thdng truyén
dan cap quang 48FO dé két ndi dén cac diém
dat vi tri camera.

SO DO NGUYEN LY HOAT BONG CAMERA GIAO THONG

Vi tri giao théng

CAMI1

-

Vi tri giao théng

Camn

P e e RS

CCTV Recorder
Server

Vidcowall contrallcr

Printer CCTV System
workstaion

DATRAMAC

Hinh 3. So db truyén dan két nbi camera ciia Hé théng camera quan sat giao thong
trén dia ban thanh pho Pa Nang
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Tin hiéu tir cac camera dugc tmyén dan tdc
d6 cao thong qua mang cap quang dén céc
switch tap trung dat ¢ Trung tim diéu hanh va
duogc luu trir tap trung trén hé théng dau ghi cua

N. T. Quang, T.Q. Huy, T.T. Truc / Tap chi Khoa hoc va Cong nghé Dai hoc Duy Tan 05(42) (2020) 3-19

Trung tdm diéu hanh. Hé thong truyén dan 1 hé
truyén dan ndi bd do S¢ Giao thong van tai dau
tu va quan ly.

Bang 8. Tong hop wu diém va nhuoc diém cia nhém GT-CCTV

Uu diém

Nhuwge diém

- Thiét bj camera, may chu, luu trit thiét b
chuyén dung, cé chét luong cao, hd trg cac
chuan két ndi phd bién nén co kha ning tich
hop cao.

- C6 phan mém VMS quan ly hé¢ CCTV tap
trung.

- Truyén din va luu trit ¢6 tinh hé théng, duoc
phan thanh céac 16p truy cédp va 16p 10i; thuén
tién cho viéc két ndi va chia sé thong tin.

- Chura thiét ké tuyén truyén dan 16p phan
phdi & Kho khin khi mé rong hé théng.
- Hé théng CCTV do hing Pelco da dau
tu khong thé tich hop (hé thng dong).

- Kién trac VMS quan 1y chua phai 1a
kién tric chuan, kién trac cia CCTV quy
mo 16n.

2.5. Pdnh gid wu nhwoc diém Nhém UBND—
CCTV

Vé kién trac hé théng, Nhém UBND —
CCTV duoc td chire theo 03 kién tric: kién tric

=
2

904

SO BO NGUYEN LY HE THONG CAMERA MOT CLPA CONG NGHE ANALOG
3 i T

sir dung camera analog nhu mo ta & Hinh, kién
truc st dung camera IP don 1¢ nhu Hinh, kién
trac sir dung camera IP voi quy md hé thong
toan quan nhu Hinh.

Mang dé thj
thanh phé Ba
MNang

Hinh 4. M6 hinh 1: Kién tric st dung thiét bi camera analog

SO PO NGUYEN LY HE THONG CAMERA MOT CUA CONG NGHE IP

Mang dé thj
thanh phé Ba
Niang

SWITCH
MAN

Hinh 5. M6 hinh 2 - Két ndi camera IP theo hé théng don 1é tai UBND quén, huyén, x phuong
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50 DO NGUYEN LY HOAT BONG CAMERA MOT CU'A QUAN CAM LE
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Hinh 6. Mb hinh 3 - Kién tric Két ndi camera IP UBND quan va dén cac UBND phudng thanh vién

Béng 9. Bang tong hop uu nhugc diém ciia nhom UBND-CCTV

Uu diém

Nhuoc diém

- M6 hinh 3 duoc t6 chtic bai ban thong qua
mang d6 thi thanh phd. Bao dam kha ning tich
hop cao.

- V& mit truyén dan, céc thiét bi encoder (ma
hoa hinh anh) c6 thé két ndi theo chuan IP
thong qua mang d6 thi thanh phd. Pay 1a diém
thuan loi dé két néi va chia sé, quan ly va khai
thac thong tin do cac thiét bi camera cung cp.

- S6 camera analog van con nhiéu. Cac
thiét bi DVR kho tich hop v6i hé thong
khéc.

- Thiét bj va chung loai da dang, khac
nhau vé mit chuan ap dung. Do do6, kho
kha thi dé két ndi voi cac hé thong
khac.

11

2.6. Pdnh gid wu nhwoc diém Nhom CA-
ccrv

M6 hinh két ndi cia Nhém CA - CCTV
dugc thé hién nhu Hinh. Theo do, toin h¢
théng dugc chia thanh cac 16p gdm: truy cap
dén camera, truy cap dén dau ghi, 16p két ndi

cac may cha quan 1y tap trung. V& mat truyén
dan két ndi, Nhom CA - CCTV thué dich vu
truyén dan MetroNet ciia nha mang VNPT.
Phin hoach mang theo kién tric VLAN cua
mang MetroNet. Loai dia chi IP st dung la
IPv4.

Béng 10. Cac 16p két nbi ciia Nhom CA-CCTV

STT Céc 16p két ndi Béng thong
Lép truy nhap dén camera 8Mbps

2 Lé6p truy nhap dén cac dau ghi 1Gbps
Lé6p két ndi vé may chu trung tim 18Gbps
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VLAN - phsimg

Hinh 7. Kién trtc két ndi cia Nhém CA - CCTV

Vé to chitc quan tri ctia hé thong duoc to

chirc nhu mo6 ta & Hinh 1. Theo do, h¢ quan tri
duoc xay dung trén co s& hé diéu hanh

ARM
Iranscoder Software

Videa Management Sofware

Windows Server 2016, cac phan mém nén dir
lidu (Transcoder Software) va phin mém VMS

ARM.

/Do Céng ty Tinhoc Phi Long phét trién

Windows Server 2016 L‘Ipuatirg Systems

Storage Hardware Platform

Server Hardware Platform

LTI

el Gemer  Semer  Server  Sever  Sever  Semer  Sever

Hinh 1. Kién trac cta phan hé quan 1y tap trung cia Nhém CA - CCTV

H¢ thong hién nay ton tai mot s6 wu, nhugc

diém nhu néu 6 Bang 11

Bang 11. Bang tong hop wu nhuoc diém cua

nhom CA-CCTV

Uu diém

Nhuoc diém

- Thiét bi dugc dau tu dong bo.

- Thiét bi camera va cac thiét bi luu trix 1a
cac thiét bi chuyén dung, hd tro cac chuan
két ndi quan trong nhu IP, NTP, RSTP,
SNMP, v.v...

- Hé théng truyén dan duogc to chirc theo
hinh thic mang riéng 4o, thuan loi dé két
ndi va truyén dan dén cac hé thdng khac.
Kién tric hé thong duoc phéan thanh cac 16p
ro rang =» Thuan lgi cho viéc lua chon cac
phuong 4n tich hop. 03 16p rd rang gom:
L6p 161, Lop bién va Lép truy cap. Kién
trac nay cho phép md rong thém nhidu
camera va thuan ti€n trong thiét ké, lua
chon cap d6 két ndi va chia se.

Hé thdng do nganh cong an quan 1y c6 quy
dinh riéng vé nghiép vu chia sé thong tin
ctia nganh. Kho chia sé vé thong tin hinh
anh va hé thong.

- Phan mém VMS chua bao dam kha ning
quan ly tap trung toan by 1800 camera;
chua bdao dam cac tinh nadng co ban cua
VMS quy mo6 lén. Khong c6 kha néng tich
hop véi cac phan mém VMS cua bén thir
ba phat trién.
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2.7. Danh gia chung hién trang cia 05 nhom
cCcTv

Vé quy md, thiét bj camera va céac thiét b
luu trit ¢6 tinh phan tan cao, $6 luong 16n, da
dang vé hing san xuit va ching loai. Hau hét
cac thiét bi da hd trg chuan két néi IP, c6 thé
két ndi dé tao thanh mot mang ludi dé chia sé
thong tin néu c6 phuong an két ndi phu hop.

V& mat kién trac, chua théng nhit vé mo
hinh thong nhit dé 1am nén tang, dinh huéng dé
két ndi cic camera giita cac hé thong. Kién trac
vé mit tmyén dan da dang g(‘A)m: két ndi cuc bo,
két ndi Intranet, két ndi theo mang truyén dan
dung riéng, két nbi qua hé mang dung riéng 4o,
két nbi ra mdi trudng Internet cong cong.

V& mit t6 chitc co s dir liéu, hdu nhu cac
nhom camera chua phan hoach, td chuc theo
cac khuyén nghi hodc tiéu chuin cta thé gioi.
Céu trac luu trir da dang chua dong nhét. Vé
mat an toan anh ninh thong tin, hién nay vi¢c
quan tri an toan chua thdng nhét vé tiéu chuan
an toan ap dung.

Nhin chung, do nhiing khac nhau va chua
thong nhét vé kién tric va tiéu chuan ap dung,
nén cac hé théng camera trén dia ban thanh phé
con ton tai nhirng nhugc diém nhu sau:

- Bat dong bo vé dic ta ky thuat cua thiét bi
camera.

- Bat dong bo vé truyén din két ndi.

- Bét d@)ng bo vé ha téng luu trir;

- Bét dong bo vé dir liéu da phuong tién 1an
siéu dit liéu. Tir d6 dan dén phan manh vé dit liu.

3. M6 hinh d¢ xuit két noi cac h¢ thdng camera

Pé két ndi nam hé théng CCTV trén, vé mat
nguyén tic c6 mot sé phuong phap két ndi va
tich hop nhu sau (Hinh):

e Tich hop & tir 16p thiét bi camera. Theo
d6, cac thiét bi camera s& chia sé thém
ludng video, cac tuyén truyén dan duoc
két ndi thanh mang IP noi bo dé tich hop
vao lop 1061 chung. Phuong an tich hop
nay thuan loi do cic camera hau hét hd
trg co ché da ludng RSTP, lai it thay d6i
hién trang quan 1y cua ting h¢ CCTV.
Tuy nhién, yéu cau phuong an truyén dan
két ndi co do phirc tap cao.

e Tich hop tir 16p thiét bi bién (NVR, may
tinh). Phuong an nay réat kho tich hop do
cac thiét bi NVR phu thude rat nhiéu vao
hang san xuit cho phép hodc khong cho
phép tich hop vao phan mém 16i VMS
ctua bén thtr ba. Phuong an nay it kha thi.

e Tich hop tir 16p thiét bi tip trung (may
cha, thiét bi luu trir chuyén dung).
Phuong an nay gip nhiéu kho khin do
thay d6i hién trang quan 1y timg hé thng.
Mot s6 hé nhu CA - CCTV, GT - CCTV,
0511 - CCTV, viéc can thiép thing vao
may chu, luu trit tap trung dé 13y dir liéu
rat khé nhan duoc sy dé)ng y cta chu don
vi sO hiru.

e Tich hop tir phan mém 15i (phan mém
VMS). Phuong 4n nay réat khé thuc hién
do cac phﬁn mém VMS hién trang céc hé
CCTV khong cho phép tich hop véi céc
hé théng khac. Phuong 4n nay tuy nhién
tiét kiém rat 16n vé mat truyén dan.
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Interent-based Layer

0511.vn '

ITS system
UBND qudn, huyén, xi phutmg,
treng taa, hanhf chinh

¥ hi hoa cla nguti dando
Phuirng guan by

thanh phé

Hé théng CCTV cla Cong

Hinh 9. Phén 16p céc 16p co thé két ndi tich hop cac hé thong CCTV

3.1. Phwong dn tich hop, két néi tong thé

Trén co s& phan tich nhu trén, Nhom nghién
ctru lya chon phuong an tich hop chi yéu tir 16p
thiét bi camera va cac thiét bi NVR bao dam
tuong thich. M5 hinh tich hop két ndi cac hé
théng duogc trinh bay nhu Hinh 10. Theo d6 lay
Mang d6 thi thanh ph (Mang MAN) lam mang
truyén dan 15i dé két ndi cac hé GT - CCTV,
CA - CCTV, UBND - CCTV.

Hé XHH - CCTV va 0511 - CCTV dugc két
nbi bang hai phuong an. Phuong an 1, dinh
tuyén thong mang gitta mang ctia cac nha mang
(c4c ISP - Internet Service Provider) vdi Mang
d6 thi. Phuong an nay doi hoi cac nha mang
cung cap dia chi IP (private hoic public ¢6 dinh)
dé co thé 13y dir liéu va diéu khién cac camera tir
mang do thi. Phuong &n 2, cdc camera dugc két
nbi thong qua con dudng Internet. Phuong an
nay tién loi, nhung chat lwong hinh anh khéng
dugc bao dam do bang thong duong truyén
khong c6 ché d6 quan 1y QoS. Phuong an 2
dong thoi chi cho phép lay tin hiéu, khong cho
phép diéu khién thiét bi camera.

3.2. Kién triic hé thong CCTV sau tich hop

Hau hét cac hé thong giam sat bang camera
quy md 16n & cac do thi trén thé gidi thuong
bdo dam cac chirc nang nhu sau : i) Cho phép
quan 1y va ciu hinh tap trung tir xa, v6i quy mo

16n, ii) Tinh tuy bién quan tri cao: phan nhom,
phan quyén ngudi dung, thiét 1ap cic chinh
sach quan tri va dich vu véi cac muc uu tién,
dic thu khac nhau, iii) Tich hop dugc nhiéu
chung loai thiét bi dau cudi khac nhau, iv) Hoat
dong véi nhidu giao thirc mang, giao thirc tmg
dung chun, vi) Bao dam kha ning mé rong, v)
Bao dam an toan an ninh thong tin.

Tuy thudc vao dic diém cua do thi, mo hinh
CCTV c¢6 thé dugc chon theo cidc md hinh:

e Quan ly, luu trlr tap trung. Theo do, céc
thanh phan 16i chira phin mém VMS va
luu trit duge bd tri & mot vi tri tap trung,
quan 1y va luu trit toan bo thiét bj camera
dau cudi. M6 hinh nay chi ph hop véi cac
truong hop nhu Uung dung trong doanh
nghi¢p, tda nha, ga san bay, ga tau hoa.

e Quan ly, luu trit phan tan. Theo do, cac
quan, huyén hodc nganh c6 hé¢ théng
CCTV riéng, quan ly va luu trit riéng.
Truong hop tdn dung camera gitra cac hé
théng thi hé VMS cua timg hé cho phép
chia s¢ va diéu khién. Phuong 4n nay doi
hoi tinh twong tich ctia phan 15i timg hé
thdng rét cao.

e Quan ly, luu trir két hop giita tap trung va
phan tan. Theo d6, phan mém 15i quan 1y
(VMS) duogc dat tap trung tai mot dia
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diém, con luu trit hinh anh camera dugc
luu trlr phén tan ¢ cac dia diém khac nhau,
cac tng dung quan 1y dugc phan quyén vé
cho cac don vi. Phuong an nay phu hop
v6i cho cac d6 thi nhu Pa Nang, noi co

giao thong thuan 191 va dan cu vira phai.
Duya vao cac phan tich trén, Nhém nghién
ctru dé xuit mo hinh tht ba nhu minh hoa & 11.
Theo d6, tai diém tap trung chira day du céc
thanh phan co ban ciia mot hé CCTV gdm: i)
Phan hé may chu quan ly, ii) Phan hé¢ may chu

quan ly luu trlr video, iii) Phan hé may chu co
s¢ di li€u, iv) Phan h¢ may chu quan 1y log, v)
Phan hé may chu quan ly su kién, vi) Phan hé
méy chu quan 1y hién thi (két ndi cac dén cac
video-wall), vii) Phan hé may chu di dong
(quan ly cac client st dung), viii) Phan h¢ may
client van hanh.

Céc dia diém phan tan chira thanh phan luu
trit va mot sd phan hé quan 1y (duwoc phan
quyén tir hé thong tap trung).

T a— N - ——]
ooy 33 Y
= i J_‘ t L T -' s srEEm 5 z328% =
U 9

Hinh 10. M6 hinh tich hop, két ndi cac hé théng camera
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Hinh 11. M5 hinh t5 chirc hé thdng CCTV dé tich hop va két nbi
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3.3. Quy hoach khong gian dia chi IP ban thanh phd Pa Ning dugc mé ta chi tiét &
cac Bang 12 va Bang 13.

Béang 12. Théng ké dia chi IPV4 cong cong
cua cac don vi

Hién trang khong gian dia chi IP cia Mang
d6 thi va cac doanh nghiép vién thong trén dia

str | Sonety S6 hiéu mang Dii dia chi IP Subnet | Loai
vién thong

1 CMC TI 38732 103.252.0.0 | /22 IPv4

115.146.120.0 | /21 1Pv4

115.165.160.0 | /21 1Pv4

119.82.128.0 | /20 1Pv4

202.134.16.0 | /21 IPvd

203.171.16.0 | /20 1Pv4

38733 103.21.148.0 | /22 1Pv4

124.158.0.0 | 120 1Pv4

45903 101.99.0.0 | /18 IPvd

103.9.196.0 | /22 1Pv4

113.20.96.0 | /19 1Pv4

183.91.0.0 | /19 1Pv4

203.205.0.0 | /18 IPv4

45.122.232.0 | 122 1Pv4

2 FPT 18403 1.52.0.0 | /14 IPv4

103.35.64.0 | /22 1Pv4

103.39.92.0 | /22 IPv4

113.22.0.0 | /16 1Pv4

113.23.0.0 | /17 1Pv4

118.68.0.0 | /14 1Pv4

144.48.20.0 | /22 IPv4

183.80.0.0 | /16 1Pv4

183.81.0.0 | /17 1Pv4

203.191.8.0 | /21 1Pv4

210.245.0.0 | /17 IPv4

42.112.00 | /13 1Pv4

43.239.148.0 | /22 1Pv4

58.186.0.0 | /15 1Pv4

3 HTC-ITC 24088 103.238.68.0 | /22 1Pv4

203.128.240.0 | /21 1Pvd

38253 103.238.72.0 | /22 1Pvd

202.60.104.0 | /21 1Pv4

4 SPT 7602 103.200.60.0 | /22 1Pv4

116.118.0.0 | /17 IPv4

180.93.0.0 | /16 1Pv4

203.196.24.0 | /22 1Pv4

221.121.0.0 | /18 1Pv4

221.133.0.0 | /19 IPvd
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5 VIETTEL 7552 103.84.76.0 | /22 IPv4

115.72.0.0 | /13 1Pv4

117.0.0.0 | /13 IPv4

125.234.0.0 | /15 1Pv4

171.224.0.0 | /11 1Pv4

203.113.128.0 | /18 1Pv4

220.231.64.0 | /18 1Pv4

27.64.0.0 | /12 IPv4

24086 116.96.0.0 | /12 1Pv4

125.212.128.0 | /17 1Pv4

125.214.0.0 | /18 1Pv4

203.190.160.0 | /20 1Pv4

6 VNPT Net 7643 203.162.0.0 | /16 IPv4

203.210.128.0 | /17 1Pv4

221.132.0.0 | /18 IPv4

45899 113.160.0.0 | /11 1Pv4

123.16.0.0 | /12 1Pv4

203.160.0.0 | /23 1Pv4

222.252.0.0 | /14 1Pv4

135905 14.160.0.0 | /11 IPv4

14.224.0.0 | /11 1Pv4

221.132.30.0 | /23 IPv4

221.132.32.0 | /21 1Pv4

7 S6 TTTT 56141 49.156.52.0 | /24 1Pv4

Pa Nang 103.101.76.0 | /22 IPv4

Bang 13. Thong ké dia chi IPV6 cong cong cta cac don vi

STT | Céng ty vién thong S;::fgu Dii dia chi IPv6 | Subnet | Loai

CMCTI 45903 2402:5300:: | /32 IPv6

2401:F740:: | /32 IPv6

FPT 18403 2405:4800:: | /32 IPv6

24088 2001:0DF0:000D:: | /48 IPv6

SPT 7602 2402:F800:: | /32 IPv6

2402:0800:: | /32 IPv6

VIETTEL 7552 2401:D800:: | /32 IPv6

VNPT Net 7643 2001:0EEOQ:: | /32 IPv6

45899 2001:0EEOQ:1:: | /48 IPv6

Sé TTTT Pa Nang 56141 2001:DF2:9B00:: /48 IPv6

Khong gian str dung dia chi IP ¢6 vai tro rat
quan trong trong st dung hi¢u qua va tich hop
cac hé théng camera trén dia ban thanh phd.
Trén co s kién tric va mo hinh tich hop, két
nbi dwa vao mang do thi (do S¢ Théng tin va
Truyén thong quan 1y) 1a chu dao. Nhom

nghién curu thuc hién viéc quy hoach dai dia chi
IP tinh do S¢ Thong tin va Truyén théng quan
1y cho hé théng camera nhu sau.

Bang 14 va Bang 15 mo ta chi tiét khong
gian dia chi IP ctia mang d6 thi cho hé théng
CCTV sau khi két noi.
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Béng 14. Quy hoach khong gian dia chi IPV4 cho hé thong CCTV

STT H¢ thong Pia chi Ipv4 Subnet | S6 lwgng thiét bi
1 | GT-CCTV 10.88.1.0 /22 1024
2 |CA-CCTV 10.88.8.0 /21 2048
3 | UBND - CCTV 10.88.16.0 /22 1024
4 |osi1-ccry Su dung internet/ IP
private cia nha mang
s |XHH-ccTy | Sudungintemet/ IP
private cua nha mang
Bang 15. Quy hoach khong gian dia chi IPV6 cho hé thong CCTV
A g A Dia chi IPv6 Subnet (H¢ | SO lwong
STT | HE thong (HE thap luc phan) | thap phan) | thiét bi
1 | GT-CCTV 2001:DF2:9B00::1000:0001 /110 262.144
2 |CA-CCTV 2001:DF2:9B00::1004:0001 /110 262.144
3 |UBND-CCTV |2001:DF2:9B00::1008:0001 /110 262.144
4 |0511-CCTV Str dung internet
s | XHH - CCTV Str dung internet

4. Két luan

O nghién ctru nay, nhom nghién ctu thyc
hién viéc khao sat va téng hop céac hién trang
cac hé thdng camera giam sat cong cong trén
dia ban thanh phd Pa Ning. Két qua cho thiy,
thanh phé Pa Néng ton tai nim hé thdng
camera 16n cta cac nganh cong an, giao thong,
cua uy ban nhan dan quan/ huyén/ xa/ phuong,
xa hoi hoa do Hoi phat trién Pa Ning va nguoi
dan dong gop. Cac hé théng dugc xdy dung va
phat trién rdi rac, chua theo kién tric chuan. Do
vay dan dén su bat d@)ng bo vé thiét bi camera,
thiét bi xtr Iy bién NVR, may tinh, thanh phan
16i (may cha va phan mém VMS), bat dong bo
vé mat truyén dan va dit liéu qua phan manh.

Vi hién trang do, nhém nghién cuu da lya
chon phuong an tich hop, két ndi. Theo do, tich
hop va két ndi thanh phan thiét bi camera la cha
dao, két ndi cac thiét bi xir Iy bién néu bao dam
tinh tuong thich. Hau hét cac camera di hd tro
cac giao thuc chuan va dic biét hd tro phat da
ludng RSTP. Phuong 4n nay do viy bao dam
tinh kha thi cao.

Tuy vy, phuong 4n nay doi hoi do phtrc tap
cao vé thiét ké truyén din. Pé dap ung yéu ciu
nay, nhom nghién ctru lya chon Mang d6 thi
thanh phd 1am truc truyén dan 16i dé thuc hién
viéc két nbi. Theo d6, cac hé¢ CA - CCTV, GT -
CCTV, UBND - CCTV két ndi dén mang MAN
voi dai dia chi IPv4, IPv6 cua mang dugc quy
hoach cy thé. Cac mang xa hoi hod gém 0511 -
CCTV va XHH - CCTV dugc két ndi thong
qua Internet 1a chu dao.

Vé mit kién triic hé thong CCTV d& thuc
hién viéc tich hop va két ndi, nhom nghién ciru
Ira chon kién trac lai ghép vira tap trung, vira
phan tan. Trong d6 thanh phan quan ly gdm hé
théng may chu va phan mém VMS duoc dit tip
trung & mot dia diém, thanh phan luu trir duoc
luu trit chi dao bang cach phan tan ¢ cac diém
khéc nhau.
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