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Tom tat

Trong bai bao nay, ching t6i dé xuét va trlen khai m6t hé thdng “tich hop lién tuc” ndi bd, dya trén hai cong cu ma
ngudn mo Jenkins va Gitlab, ¢ tinh dén yéu t6 dam bao an toan cho cac may chu trong hé théng. Trong hé thng dé
xuét, chung t6i sir dung két hop chirc ning cta firewall va chirc nang cua reverse proxy dé bao vé chinh Jenkins server
va giam thiéu rui ro cho server nay trudc cac cude tan cong vao 16 hong CVE-2021-44228, c6 thé ton tai trong cac
plugin cta Jenkins. Hé thong nay c6 tinh thyc té cao, va né c6 thé duoc ap dung dé “ngay l1ap tirc” bao vé cac server
dich vu khi ma 18 hong trong n6 da dugc phat hién nhung ban vé 18i tuong tmg chua dugc tim thiy hodc diéu kién cap
nhat ban va chua cho phép.

Tir khéa: Tich hop lién tuc; chuyén giao lién tuc; tuong lira bao mat; phan mém ngudn mo; CVE-2021-44228,

Abstract

In this paper, we propose and implement an internal "continuous integration" system, based on two open-source tools
Jenkins and Gitlab, taking into account the safety factor for servers in the system. In the proposed system, we use a
combination of firewall function and reverse proxy function to protect Jenkins server itself and reduce the risk of this
server against attacks on vulnerability CVE-2021-44228, may exist in plugins of Jenkins. This system is highly
practical, and it can be applied to "immediately" protect service servers when a vulnerability in it has been discovered
but the corresponding patch has not been found or the condition to update the patch is not allowed yet.

Keywords: Continuous Integration; Continuous Delivery; CVE-2021-44228; Firewalls; Jenkin; Gitlab;

1. Giéi thi¢u DevOps, mot phuong phap phat trién phan

Tich hop lien tuc (CL Continuous mém hién daﬁi, co ‘nhiél‘l uu Vié‘t SO yéi phuong
Integration) va Phan phdi lién tyc (CD:  Phap phattrién phan mém truyén thong va duge
Continuous Delivery) 13 hai quy trinh cét 15i  ti€n khai ¢ hau hét cic doanh nghi¢p, cac

trong phuong phép phat trién phan mém nhom phat trién phan mém hién nay. Quy trinh
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CI va quy trinh CD dugc xem la hai mdt cia
mot van dé, nhung ching duoc st dung két hop
v6i nhau dé 1am cho qué trinh phat trién mot
san phim phan mém, tir lac mot phién ban méi
ciia mad ngudn dugc dua ra (commit) dén khi
san pham mai nhat duoc trién khai (deploy), trd
nén don gian, nhanh chéng va hi€u qua hon.
Thong tin chi tiét, day da, lién quan dén
DevOps, CI va CD, khong thugc pham vi cia
nghién clru nay, nén chung t6i khong trinh bay
chi tiét & day, n6 co thé duge tim thiy & [1-3].

Ha tang mang may tinh, dé trién khai cac dich
vu lién quan, la can thiét dé mot doanh nghiép,
hodc mot nhom, phat trién phan mém co thé
trién khai cac quy trinh CI, CD mét cach tu dong
vao chu ky phét trién phan mém theo hudng
tiép can DevOps cua ho. Cac may chu thuc hién
chirc nang CI server va CD server dong vai tro
quan trong trong ha ting mang ndy, vi thé,
chiing can dugc bao vé dé co kha nang chdng lai
cac cudc tn cong vao chinh nd, hodc vao dich
vu dang duoc trién khai trén n6. Ha ting mang
nay co thé trién khai trén khong gian Internet
(dva trén cac dich vu Cloud) hodc trong mang
ndi by (Intranet/Extranet), tuy thudc vao yéu
cau, diéu kién va quy mo ciia mdi doanh nghiép
phat trién phan mém. Ha tang mang CI/CD
trong mang Internet hay trong mang ndi b déu
¢6 nhitng uu diém, nhuge diém riéng. Trong bai
bao nay, ching toi d& xuat mot ha taing mang chi
dam bao cho sy ty dong cuia quy trinh CI trong
mang ndi by, n6 dugce goi 1a “He théng Tich hop
lién tuc ndi bd”, vi chiing t61 quan tdm dén tbc
dd, tinh san sang va su chu dong trong cong tac
trién khai bao mét cua no.

Hai thanh phan chinh ciia moi hé thong tich
hop lién tuc 1a server thuc hi¢n chuc nang tich
hop lién tuc (CI server) va server dong vai tro
lwu trit va quan 1y mad ngudn (Repository
server). Néu cac server nay bi “danh sap” boi
ké tAn cong thi hé théng nay khong nhimg phai
dung hoat dong ma dir liéu luu trit trong nod co6
thé bj khai thac, bi danh cip mot cach co chu

dich. Mdi nguy nay 1a tiém an, vi cic server nay
cho du dugc dat trén khong gian Internet hoac
bén trong mang ndi bo déu phai co tinh chia sé,
tinh san sang va tinh da két ndi dong thoi.

Ngoai ra, ké tan cong khong chi tin cong
vao chinh cac CI server hay Repository server
ma con tim cach khai thac cac 16 hong bao mat
c6 thé ton tai trong cac phdn mém dugc sir
dung dé xay dung cic server ndy. Nhu viy,
dam bdo an toan cho CI server va Repository
server 1a can thiét, c6 nhiéu k¥ thuat va cong cu
khéc nhau c6 thé duoc st dung cho nhiém vu
nay, chung t6i chon cach st dung firewall cho
hé théng dugc dé xuat trong bai bao nay.

Trong hé théng cua chung t6i, firewall
khong nhiing thuc hién nhiém vu bdo vé chinh
CI server (st dung Jenkins) va Repository
server (sir dung Gitlab) ma con co thé ngin
chan cac cudc tan cong khai thac 16 hong bao
mat CVE-2021-44228 tn tai trong mot )
plugin ciia cong cyu mi ngudén mé Jenkins.
Trong truong hop ndy, ching to6i mudn gidi
thiéu mot cach khac dé “bit” mot 16 héng ton
tai trong mot server dich vy, ¢ day la Jenkins,
ma chua can, hodc khong can, st dung ban va
tuong ung. Tat nhién, st dung ban va dé “bit”
16 hong 14 giai phap thuong duoc lwa chon nhét,
nhung trong diéu kién ban va chua sin sang
hodc thoi diém thyc hién viéc “va” 18 hong
chua cho phép thi viéc str dung firewall dé “bit”
tam thoi 16 hong duoc phat hién 1 mot dé xut
nén duogc xem xét dé trién khai.

2. Mt s6 Kién thirc lién quan
2.1. Hé théong tich hop lién tuc dwa trén
Jenkins va Gitlab

Trong phan ndy, ching toi chi trinh bay
nhiing thong tin co ban nhat lién quan dén mot
hé thdng tich hop lién tuc va nhimg chirc ning
chinh cua hai cong cu ma ngudn mé Jenkins va
Gitlab. Ly do chon stir dung Jenkins va Gitlab
dé xay dung hé théng dé xuit cling dugc dé cap
& day. Thong tin chi tiét vé nhitng chii dé nay
da duoc dé cap o [4-7].
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2.1.1. Vé hé théng tich hop lién tuc

Hinh 2.1 dudi ddy cho thay cac thanh phan
chinh, va nguyén 1y hoat dong, cua mdt mot hé
thébng CI ndéi bd. Trong do,
Integration Server (CI server) dong vai tro diéu

Continous

khién quy trinh tich hop lién tuc va lam cho quy
trinh nay hoat dong mdt cach ty dong. 1) Source
Control Server (Repository server) chiu trach
nhiém luu tri¥ va quan Iy cac tip tin ma ngudn,
ma nd nhin dugc tor Manager va/hodc tur cac
Developer. Server nay thuc hién mot giai phap
tin cdy dé tap trung va duy tri nhimg sy thay
ddi ma nguén duogc tao ra boi cac Developer
(1: Check-in Changes). ii) CI server lién tuc,
hodc theo dinh ky, phat hién co su thay dbi

Continuous
Integration
Server

.

0 Notlfy Success or Failure

code trén Repository server, thuc hién viéc
nhan phién ban code m&i nhét tir Repository
server (2: Fetch changes) dé thuc hién nhiing
cong viéc dugc giao cua n6 (3: Build; 4: Test;
5: Fail or Succeed), va roi giri két qua (6:
Notify success or failure) vé lai cho cac thanh
vién cua du an, Manager va Developer.

Nhu vay, duy tri sy két ni & mirc cao, ca vé
tbc d6 va su sin sang, gitta CI server,
Repository  server, Manager computers,
Developer computers 1a yéu cau can dit ra véi
hé thong nay. Hé thong dé& xuat cta chung toi
dac biét quan tam dén tinh sin sang cua ClI
server va Repository server.

Source
Control

Server

-

Fetch Change —,

Check in changes"

Hinh 2.1: Cac thanh phan va nguyén 1y hoat dong ctia mot hé thong CI ndi bo

2.1.2. Vé Iy do chon Jenkin dé xdy dung CI server

Hién trén thi trudng di c6 sin nhiéu cong cu
hd trg xdy dung CI server cho hé thong CI/CD,
nhu Buddy, TeamCity, Jenkins, GoCD,
CodeShip, v.v... Theo tim hiéu cua chiing toi,
cong cu mi ngudn mo Jenkins co nhiéu uu
diém hon va duoc sir dung rong rai hon, so voi
cac san pham cung loai, boi: Jenkins duoc phat
trién tir Java nén tinh twong thich da nén tang
ctia no 1a rat cao; s6 lwong plugin cua Jenkins
16n va da dang vé chic ning; ngudi dung
Jenkins nhan dugc sy hd tro rat 16n tir cong

dong nhitng nha phat trién; ngudi quan tri
Jenkins c6 thé thuc hién cac thao tic ciu hinh
trén no6 thong qua ca giao dién gia GUI va cau
lénh diéu khién; v.v... Pay 1a Iy do ma ching
t6i str dung Jenkins dé xay dung CI server cho
hé théng dé xuit.

Van dé dam bao an toan cho sy hoat dong
cua Jenkins server cling dugc Jenkins chu
trong, n6 cho phép nguodi quan tri thuc hién cac
tuy chon vé bao mat sin cod, nhu Access
Control; CSRF Protection; Controller Isolation;

Content Security Policy; v.v... mot cach dé
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dang. Tuy nhién, trong nghién ctru nay, ching
t6i chi dé cap dén phwong an bao vé server
Jenkins, va bién phap ddi pho véi 16 hong
CVE-2021-44228 cua Jenkins, theo huéng tiép
can s dung Firewall.

2.1.3. Vé Iy do chon Gitlab @ xdy dung
Repository server

Gitlab ciing 13 céng cu mi ngudn md, nd
thudong duoc st dung dé xay dung cic server
lwu trit, quan ly mi ngudn (Source code
repository server) cho hé théng CI/CD. Chung
ta co thé sir dung mot trong cac san pham sin
c6 sau day dé thay thé cho Gitlab, nhu Git,
Github, Apache Subversion, Bitbucket Server,
Team Foundation Server, v.v..., vi tit ca chiing
déu cung cép cac sy hd trg co ban ma mot
repository server can ¢, nhu hd tro co ché theo
ddi sy thay d6i cua mot tap tin (source code
files) duoc luu trir; hd tro co ché cho phép
nhiéu thanh vién (developers) truy xuét source
code file mot cach dong thoi; hd tro co ché giai
quyét xung dot khi dong thoi co nhiu
developer cing mudn thay d6i ndi dung cta
mot source code file; hd trg mot giao dién web
dé developer thay duoc su thay d6i gitta hai
phién ban source code, phién ban trudc do va
phién ban vira dugc commit, mdt cach truc
quan; v.v...

Trong hé thong d¢ xuat, ching toi s dung
Gitlab dé xay dung Repository server vi nhimng
wu diém ndi troi cua nod, nhu tinh mién phi
khong gi6i han, kha nang tich hop véi Git, cho
phép kiém tra bao mat dong, cho phép du an
duoc thue hién theo ké hoach lap san, v.v... Pac
biét, GitLab cho phép han ché quyén truy cap
vao cac du an va xem trang thai tuan thu cua
tung nguoi tham gia; Trong pham vi cua nghién
clru ndy, chung t6i khong dé cap dén nhing van
dé bao mat lién quan dén Gitlab, diéu nay s&

dugc 1am rd trong mot cong bd cua ching toi
trong tuong lai.

2.2. L6 hong bio mat CVE-2021-44228

L5 hong Log4Shell [8], dwoc Chen Zhaojun
cua Alibaba phat hién vao nam 2021 va duoc
dinh danh 1a CVE-2021-44228, thudc nhom 16
héng bao mat phan mém, ton tai trong Log4i2.
Log4j2 1a mot thu vién mi ngudn mo dya trén
ngon ngit Java, n6 hd tro viéc ghi lai (log) cac
massage 16i, va nhiing thong tin lién quan, phat
sinh tir cac chuong trinh trng dung Java. Log4j2
dugc dung kha phd bién, dic biét, dugc tich
hop trong may chu web Apache.

L3 hong CVE-2021-44228 duoc xem 1a mot
trong nhitng 16 héng nghiém trong nhét dugc
phat hién, tinh dén thoi diém hién tai, n6 cho
phép ké tan cong thuc hién mot cudc tan cong
tir xa dé chiém quyén diéu khién muc tiéu dé bi
tan cong, thuong la mot thiét bi trén Internet,
néu thiét bi d6 dang chay mot phién ban cia
Log4j2, ma khong can xac thuc. Dé thyc hién
tAn cong nay, ké tin cong chi can giri mot yéu
ciu ma trong d6 co chita ma khai thac
(payload), thong qua mdt trong cac giao thuc
LDAP, RMI, DNS, CORBA, v.v..., dn may
chu str dung Log4j2, dé kich hoat 15 hong trong
Log4j2. Khi do, thong qua mdt trong cac dich
vu do ké tan cong kiém soat, may chu s€ tao
mot yéu cau (request) trén JNDI (Java Naming
and Directory Interface) dé guri lai cho ké tn
cong. Nhan duoc yéu cau ndy, ké tin cong sé
tra vé mot duong dan dén tep Java class duoc
luu trit tur xa, t€p nay sau do s€ dugc phia may
bi tin cong chén vao ludng xir 1y va cho phép
ké tan cong co thé thuc thi ma tir xa (RCE:
Remove Code Execute) tuy y. Hinh 2.2 cho
thdy hoat dong ciia tn cong vao 16 hong bao
mat CVE-2021- 44228.
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1 Attacker inserts JINDI
payload into header
or request data.

6 Attacker uses malwarc or
tools installed through exploit
to control victim systems

\/ & The malicious code

is excuted on the

2 The payload is passed
by the application to
Log4j for logging.

3 Log4j performs the
- lookup using the
specified protocol.

victim server.

4 The malicious server

responds with next stage
of attack in a Java class.

Hinh 2.2. Hoat dong ctia tn cong vao 156 hong bao mat CVE-2021-44228

Nhu vay, tac hai to 16n tiém an trong 16 hong
bao mat Log4Shell 1a da rd, nhung rat khong
may la thu vién Log4j dugc st dung trong kha
nhiéu plugin cta Jenkins (Log4j khong ton tai
trong core cua Jenkins), nhu Audit-log;
bootstraped-multi-test-results-report;
cmakebuilder; cucumber-reports; v.v... Chinh
vi diéu nay ma cong tic dam bao an toan cho
cac CI server su dung Jenkins trong cac hé
thong CI/CD ludn duoc ngudi quan tri hé thong
dac biét quan tam.

Hién c6 nhiéu giai phap duoc dua ra dé d6i
phé véi 16 hong bao mat CVE-2021-44228
nhu: Cép nhéat phién ban méi nhét cua thu vién
Log4j (v2.17.0); vo hi¢u hda chirc nang tim
kiém trong message; x6a 16p JndiLookup khoi
classpath; st dung bang rules trong firewall loc
g06i dé gi6i han su két ndi dén cac server, cac
dich vu c6 st dung thu vién Log4j; v.v... Vi
ké tan cong co thé chén ma khai thac 16 hong
Log4j vao bat ky thanh phan nao HTTP
headers va HTTP body nén trong nghién ctru
nay chung toi sir dung firewall loc géi vira dé
bao vé chinh CI server vira giam thiéu rui ro
do 15 hong Log4Shell ton tai trong server niy
gay ra.

2.3. Vai tro cua Firewall lgc goi trong bdo mdt
mang

Thong tin chi tiét vé& hoat dong cua firewall
va firewall loc gdi dugc chung toi trinh bay &
[9-10], do d6, trong phan nay, chiing toi chi
trinh bay lai nhiing dic trung cta loai
firewall nay.

Firewall loc goi dua vao chinh sach truy cap
mang, dugc thiét ké dudi dang Bang luat loc
goi, va cac thong tin lién quan chira trong dong
traffic, thuong 1a IP Address, Protocols va Port
number, d& quyét dinh cho phép mot dong
traffic, hay mot gai tin (packet), nao d6 cé6 dugc
phép di qua né hay khong. Bang luat loc goi
duoc ngudi quan tri an ninh mang thiét 1ap va
cai dit vao firewall, n6 1a co s¢ dé Bo loc goi ra
quyét dinh cho phép goi tin dén firewall c6
duoc di qua né, dé huéng dén dich cua goi tin,
hay khong.

Hinh 2.3 13 so dd minh hoa mang doanh
nghi¢p, trong d6 cod su dung firewall loc goi
nhu 1a mot céng két ndi mang, moi goi tin tr
mang Internet vao mang bén trong va tr mang
bén trong ra Internet déu phai di qua firewall.
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Hinh 2.3. So d mang v&i sy cd mat cia firewall loc goi

Chinh sach truy cap mang cua mang doanh
nghi¢p nay la nhu sau: Chi c6 cac goi tin tu
Internet chi dugc di vao vung mang
192.168.2.0/24 - ving DMZ ctia mang doanh
nghiép - khong dugc phép di vao ving mang
10.10.10.0/24, vung mang ngudi dung bén
trong. Tuy nhién, moi dong traffic tr viung
mang nguoi ding va viing mang DMZ déu c6
thé di ra mang Internet.

Trong nghién ctru nay, chung téi su dung
cong cu Iptables két hop v6i cong cu Nginx
(Reverse proxy) dé xay dung céc firewall cho
hé théng d& xudt [11], nd vira bao vé cac server
bén trong mang, vira c6 thé ngin chin tan cong
vao 16 hong Log4;.

Xin nhéc lai ring, Reverse proxy server la
mot server dong vai trd cu ndi giita cac may
client va cac may server. Server nay kiém soat
céc request duogc giri tir cac client, va didu phdi
nhiing request nay t6i mot server phu hop, dé
cac request d6 duogc xur ly. Khi server xu ly
xong, sé tra vé response cho Reverse proxy, va
Reverse proxy ¢ tra vé response d6 cho client
gui request.

3. Hé thong tich hop lién tuc ndi bd dé xuit
3.1. So dé h¢ thong

Trong phan niy, ching t6i dé xuat mot hé
thong tich hop lién tuc ndi bo, ¢6 tinh dén yéu t6
dam bao an toan cho CI server va Repository
server. Hinh 3.1 1 so dd mang ctia hé thong nay.
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Hinh 3.1: So db hé thong tich hop lién tuc ndi bo dé xut

Trong so d0 nay: May Jenkins server dong
vai tro CI Server; May Gitlab server dong vai
tro Server Repository; Web server va Mail
server 1a hai thanh phan co ban ciia mot mang
Intranet; Router dugc st dung cho vige két ndi
mang ndi b vao Internet; Firewall dugc st
dung cho viéc bdo vé cac server, bdo v¢ ving
mang bén trong va thyc hién chic ndng cua
mot Reverse proxy server cho http, https va mot
sd giao thirc khac (phuc vu cho viéc ngin chin
tan cong vao 16 hong CVE-2021-44228).

Vung mang chita Web server va Mail server
thuong duoc goi 1a ving DMZ. Thong thuong,
moi két ndi tir Internet vao cic server trong
DMZ la dugc phép, do do, Gitlab server dugc
dat 6 DMZ la v61 muc dich cho phép developer
két néi va commit md ngudn 1én Server
Repository ngay ca khi ho ¢ bén ngoai mang
néi bo. Ngudi dung trén Internet, ké ca
Manager va Developer, déu khong dugc phép
truy cdp truc tiép dén Jenkins server, ddy 1a 1y
do ma Jenkins server dugc dat ¢ mot ving
mang riéng, dé n6 dugc bao vé béi ca Router va
Firewall.

3.2. Ciu hinh hé thong

Yéu cau ciu hinh dbi véi hé thong dé xuat
bao gom:

- Thiét 1ap dia chi IP cho timg may tinh va
thiét bi trong mang theo dung luoc d6 dia chi IP
da dinh (Hinh 3.1). May tinh cua cac Developer
duoc chi dinh nhan dia chi IP dong (mdt DHCP
server bén trong mang ndi by s€ ddm nhan vi¢c
phan phéi dia chi IP dong nay).

- Cai dat Jenkins, va cac plugin can thiét, 1én
may tinh dugc chon lam Jenkins server, may
nay phai duoc cai dit Java trude do, va roi thiét
1ap céc thong sd cdu hinh cho server nay. Chu
y chon port dich vu (service port number) phu
hop cho Jenkins (Port number mdc dinh cua
Jenkins 1a 8080, tuy nhién chung ta ¢ thé thay
ddi port nay sau khi di xong cai dit Jenkins).

- Cai dat Gitlab, va cac plugin lién quan, 1én
may tinh dugc chon lam Repository server, va
roi thiét 1p cac théng sd cau hinh cho server
nay. Nho luu lai thong tin lién quan dén tai
khoan quan tri Gitlab dugc tao ra trong qua
trinh cai dat dé d6i mat khau hodc ding nhap
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Gitlab dé thyc hién chirc ning cua ngudi quan
tri hé théng sau nay. Port number mac dinh cua
Gitlab 1a 80, tuy nhién chung ta c6 thé thay doi
port ndy sau khi da xong cai dat Gitlab. Dich vu
FirewallD trén Gitlab s& duoc tat, vi ching t61
su dung mot firewall riéng, firewall IpTables
két hop Nginx.

- Két nbi Jenkins server voi Gitlab server:
Trude hét phai tao mot cap khoa xac thye, dé tur
Jenkin server co thé két ndi duoc dén Gitlab
server.

- Két ndi Jenkins server véi Web server:
Trudc hét phai tao mot cip khoa xac thuc, dé

6 thé tao su két ndi tir Jenkin server dén Web
server.

Véi so dd mang cua h¢ théng dé xuét, viec
cau hinh cho firewall Iptables, va thiét lap bang
luat loc goi cho no, 1a rat quan trong. Phai thuc
hién ding budc cAu hinh nay thi “Chinh sach
truy cdp mang”, hay con goi la “Chinh sach an
ninh mang”, ctua hé théng méi ¢ hiéu luc. Khi
do, Firewall s€ dua vao cac bang luat loc goi dé
thuc hién dugc chire nang bao vé mang, bao vé
cac server va dic biét 1a ngin chin cac cudc tin
cong vao 16 hong bao mat CVE-2021-44228
trén Jenkins server.

Béang 3.1: Bang luat loc goi trén firewall Iptables

Order IP Source Port Source IP Destination | Port Destination Allow/Deny
1 Internet-dev Any 192.168.2.2 80, 443 Allow
2 Any Any 192.168.2.3 80, 443 Allow
3 Any Any 192.168.2.4 587 Allow
4 Manager’s [P Any 192.168.3.1 8080 Allow
5 192.168.3.2 Any 192.168.2.2 22 Allow
6 192.168.1.0/24 Any 192.168.2.2 80, 443 Allow
7 192.168.1.0/24 Any Internet Any Allow
8 192.168.2.4/24 Any 192.168.1.0/24 Any Allow
9 192.168.2.0/29 Any Internet Any Allow
10 Any Any Any Any Deny

- Chinh sach truy cdp mang duoc thiét ké
dudi dang bang luat (Bang 3.1), va s€ dugc cAu
hinh thanh b loc trén firewall Iptable. Firewall
s& dya vao bang luat nay dé chi cho phép cac
két ndi tir Internet hudng dén cac server trong
vung DMZ 1a duogc di vao mang. Dac biét, dé
két ndi dén Gitlab server thi dong traffic mang
bdi giao thirc HTTPS va port dich 1a 443 thi
moéi duoc Firewall cho qua. Piéu nay ciing véi
cac két ndi xut phat tir bén trong mang ndi bo.

Sau day 1a mot s6 1énh loc cua bo luat;
server {

[..]
## Block Log4j
set $block_log4j O;
if ($query_string ~ "\$\{jndi\:") {
set $block_sql_injections 1;

Cubi cung, cai dit Nginx 1én mday chay
firewall Iptables, vo hiéu chuc nang Default
virtual host cia Nginx va roi trién khai chic
ning Reverse proxy trén no (bang cach sira file
cdu hinh nginx.conf). Cac luit sau ddy can
dugc thiét lap trén Nginx dé yéu cau no theo
doi va chan céc dong traffic ma payload cua no
chira n6i dung khai thac 16 hong Log4j trén
Jenkins server.
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¥
if ($query_string ~ "${jndi:Idap:") {
set $block_sql_injections 1;

}

if ($query_string ~ "\$\{jndi\:(Idap[s]?|rmi|dns|nis|iiop|corba|nds|http):/[V]?[M\n]+") {

set $block_sql_injections 1;
}

[..]
if ($block_sql_injections = 1) {
return 403;
}

Trén day chi 1a mot sé 1énh loc co ban, cho
muc tiéu chin tdn cong vao 16 hong Log4j, cua
bo luat can thiét 1ap trén Ngnix. Dé théy, néu
trong payload cua traffic dinh hudng dén
Jenkins server, dugc mang boi giao thirc http
hodc https, c6 chira mot trong céc chudi ky tu
“indi\:”, “jndi:ldap:”, “jndi\:(Idap[s]?|rmil)”,...
thi Ngnix s& tra vé ma 15i 403: Trang web bi
chén truy cép.

3.3. Hoat dgng ciia hé thong

Trong phan niy, chung t6i khong ban vé
hoat dong ciia hé thdng tich hop lién tuc dé
xuat, ma chi ban vé hoat dong cua firewall loc
g0i, két hop reverse proxy, trong hé thong.
Céach ma firewall loc go6i dugc stir dung dé bao
vé hé théng mang ndi bd bén trong va céc
server trong hé thong dé xuat; va cich ma
reverse proxy server ngin chan nhiing cudc tan
cong vao 16 hong Log4j duogc trinh bay & day.
Cu thé nhu sau:

Véi bang luat loc go6i da duoc thiét 1ap, xét
mot cach tong quat, firewall chi cho phép
nhitng dong két ndi dinh huéng dén ving DMZ
di qua noé. Tuy nhién, dé dén duoc Gitlab server
thi dong traffic phai dugc mang bodi giao thuc
https va cong dén 1a 443. Nho diéu nay ma cac
developer ca bén trong mang ndi bd, 1an bén
ngoai Internet déu c6 thé két ndi va commit ma
ngudn dén Gitlab server. Firewall ciing chi cho
phép su két ndi va trao d6i dir liéu truc tiép
gitra Jenkins server va Gitlab server. Dong
traffic mang message, giao thirc https va port

8080, tir Jenkins server dén cac may tinh cua
manager va developer ciling duogc firewall cho
phép di qua.

Moi dong traffic, chinh xé4c 1a cac request,
dinh huong dén Jenkins server, duoc mang boi
giao thirc http hodc https déu bi kiém soat boi
Nginx server. Server nay chan lai cidc dong
traffic ma payload ctia n6 chira ngi dung phuc
vu cho muyc dich khai thac 16 hong Log4j c6 thé
ton tai trong cac plugin ma Jenkins dang sir
dung. Nginx proxy dua vao tip ludt da duogc
thiét 1ap dé thyc hién diéu nay. Nhu vay,
Jenkins server khong chi dugc bao vé dé chong
lai nhitng cudc tan cong co thé vao chinh server
nay, ma dugc bdo vé dé chéng lai nhiing cudc
tan cong vao 16 hong Log4j c6 thé ton tai trong
cac plugin cta no.

4. Thao ludn vé hé thong dé xuat

Hé thong tich hop lién tuc ndi bd dugc dé
Xudt va trién khai trong nghién ctru nay da dam
bao nhitng yéu cau co ban ciia mang Intranet
ciia cac doanh nghiép lam phin mém, dinh
huéng phét trién san pham phin mém theo
phuong phap DevOps, ap dung quy trinh
CI/CD.

Vi Gitlab server dat trong mang ndi bd nén
tbc do va tinh sin sang cua hé thong 1a khé cao.
Diédu nay ciing gop phan giam chi phi can cho
hoat dong cua hé théng va tiét kiém duoc
khong gian lam viéc cua doanh nghi€p (vi
Manager va Developer co thé 1am viéc tai nha,
két ndi voi Gitlab server va/hodc Jenkins server
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thong qua Internet); Toan bd hé thdng bén
trong, dac biét la Jenkins server va Gitlab
server, duoc bao vé bdi Firewall va Reverse
proxy. Moi su truy cdp tur Internet vao mang
ndi bd déu duoge kiém soat, chi co nhiing dong
traffic dinh hudng vao vung DMZ thi méi duoc
di qua Firewall. Nguoi dung trén Internet, ma
khong phai 1a manager hoac developer cua mot
du 4n phan mém nao d6 ciia doanh nghiép thi
khé co thé két ndi duoc dén Gitlab server; Chi
c6 két ndi hai chiéu giira Jenkins server va
Gitlab server 1a duoc phép. Tuc 13, moi tin
cong nham vao Jenkins server, thanh phan
trong yéu cua hé théng CI, déu khé c6 thé vuot
qua dugc su kiém soat va ngin chin cia
Firewall, Reverse proxy. May tinh cua Manager
va Developer chi c¢6 thé nhan message tir
Jenkins server, n6 khong duoc tao két ndi truc
tiép dén server nay.

bac biét, nhitng dong traffic c6 chu dich
khai thac 16 hong Log4Shell thi khong thé di
qua firewall, n6 bi reverse proxy chén lai theo
cac 1énh loc da duoc thiét lap trong bo. Day la
nhi¢ém vy quan trong cua firewall, no cling la
dong gop chinh cua chung t6i trong nghién
cuu nay.

Tuy nhién, dé cai dat, cdu hinh va van hanh
hé théng nay thi doi hoi doanh nghiép phai co
nhan sy c6 chuyén mon trong linh vuc quan tri
mang, an ninh mang va kién toan hé théng
mang.

5. Két luin

Trong nghién ctru nay, chung t6i da dé xuét
va cai dat thanh cong mot hé théng mang tich
hop lién tuc nodi bd véi ba yéu t6 dic trung: i)
Ca CI server va Repository server déu dit trong
mang ndi bd nén tdc d6 va tinh sin sang cua h¢
théng ludn dugc dam bao & mirc cao; ii) Pam
bao an toan cho CI server va Repository server
theo hudng tiép can st dung firewall loc goi két
hop vé&i reverse proxy server va iii) Firewall
khong chi thyc hién chirc ndng bao v¢ mang noi

bo, bao v¢ CI server, bao v€ Repository server
chdng tai tAn cong tir bén ngoai ma con bao vé
Jenkins server khi 156 hong CVE-2021-44228
tn tai trong N6 chua dugc va kip thoi.

Chung toi sir dung cac cong cu ngudn mo
Jenkins, Gitlab, IpTables va Nginx cho md hinh
dé xuét, nhung nhiing dic trung ctia mé hinh
nay c6 tinh téng quat cao nén khi ching ta sir
dung cac cong cu ngudn mé tuwong tu dé trién
khai m6 hinh thi tinh thyc té va tinh kha thi ctia
mo hinh van dugc dam bao.
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